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Awareness >> Behavior >> Culture

must aim 
for a responsible security culture.



And here come statistics…



I know the traffic rules….

Awareness comes with experience

I know the traffic rules….



Does it guarantee that I am a good driver?

Behavior comes with awareness



Culture comes with understanding

Did you know that one of the main reasons for information loss are…



If an attacker sends an email 

to 100 people in your 

company…

Source: VerizoData Breach Investigations Report

…23 people will open it… …11 people will open the 

attachment…

…and six will do it in the 

first hour.

Attacks happen FAST and are HARD to stop



2HIPPA Secure Now, “A look at the cost of healthcare data breaches,” Art Gross, March 30, 2012

Have accidentally sent sensitive 
information to the wrong person1

58%

…of senior managers admit to 
regularly uploading work files to a 
personal email or cloud account1

87%

Average per record cost of a data 
breach across all industries2

$240
PER 

RECORD

1Stroz Friedberg, “On The Pulse: Information Security In American Business,” 2013

Data Leakage



Median number of 
days attackers are 

present on a victims 
network before 

detection

200+
Days after detection 

to full recovery

80
Impact of lost 

productivity and 
growth

$3Trillion

Average cost of a data 
breach (15% YoY 

increase)

$3.5Million

“ THERE ARE TWO KINDS OF BIG COMPANIES,  THOSE 
WHO’VE BEEN HACKED, AND THOSE WHO DON’ T KNOW 

THEY’VE BEEN HACKED.”
- J A M E S  C O M E Y ,  F B I  D I R E C T O R



It’s not a matter of if you have a security incident, but 
when

ORGANIZATIONS NEED TO EXPECT THE INEVITABLE SECURITY BREACH. 

90%
of businesses have experienced an external 

threat in the last year.

of organizations had an internal security incident in 

2015.

73%
of businesses believe the frequency of 

attacks is increasing.

46%

Source: Kaspersky Lab. “Global IT Security Risks Survey” 

50%
of IT professionals consider security to be 

their #1 priority.

Effective IT leaders approach their security strategy from an understanding that attacks on their 

organization will occur. Building a strategy around this assumption allows your security team to understand 

the gaps in your current approach and become proactive vs. reactive. 



Why do breaches occur?



Malware and 
vulnerabilities are 
not the only thing 

to worry about

99.9%
of exploited Vulnerabilities were 
used more than a year after the 
CVE was published

46%
of compromised systems had no 
malware on them

50%
of those who open and click 
attachments do so within the first 
hour

23%
of recipients opened phishing 
messages (11% clicked on 
attachments)

Fast and effective 
phishing attacks 

give you little 
time to react

Source: Verizon Data Breach Investigation Report



Why do breaches occur?

Source: IBM Security Services Cyber Security Intelligence Index

 Configuration Errors

 “Weak” defaults

 Easy passwords

 “Bugs”

 Input validation

 Installing suspect

applications

 Clicking malicious

links

 Phishing Emails

 Watering Hole attacks

MalwareVulnerabilities



7 Security Issues that should not 
happen in 2019



Here comes the 1st issue…









Question: Is this a phishing email?

Answer on the next page…
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Reason 1: Security is both a Reality and Feeling

For End User

Security is a feeling

Success lies in influencing the “feeling” of security



Reason 2: Not every attack(er) is that smart

Control efficiency

Risk 

severity/ 

Attacker 

Smartness/ 

Attack 

Efficiency

Technology & Processes

Awareness & Competence

Automatic security controls – AV, Updates

Technology + Human – Firewall configuration,  

Choosing a secure Wifi

Human  – Recognizing a zero day attack, 

Phishing mails, Not posting business 

information in social media

The very smart attacker

1

2

3

4

People exaggerate risks 

that are spectacular or 

uncommon



Cybersecurity skills



How to hire top cybersecurity talent for your 
company
1. Expand the talent pipeline

Consider hiring people from diverse backgrounds who can bring new ideas to the table. 

2. Look for people with real-world experience

All organizations need entry-level talent. But they also need at least a few seasoned professionals with real-world experience. 

These are people who are battle-tested and have hands-on experience with different types of scenarios, ranging from incident 

response to audits. 

3. You pay for what you get

As it stands now, there is not sufficiently detailed salary data for people with skills in various sectors of the field, like, say, 

malware analysis or deep forensics. Hiring managers end up putting a few different jobs together to create some relative 

correlation to a cybersecurity professional. 

4. Be selective

You need to ensure who you are hiring has the aptitude, communication and cultural fit that you are looking for and that is 

required to be successful at your company. You will also regret it if you make a bad hire. 

5. Provide continuous growth and learning opportunities

The technology industry changes rapidly. New systems and tools are constantly being introduced into the enterprise and your 

cyber team needs to know how to protect them as they come. That’s why it’s vital to constantly re-skill your employees. 





Materials to download

https://cqure.pl






